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Abstract. The purpose of the study was to identify the features of constructing and applying analytical systems
in the processes of assessing and minimising wartime risks. The methodology was based on structural-
functional, comparative and system-analytical methods. It was established that the identification of threats
during combat operations is based on the integration of multi-source data and covers four interrelated types
of risks — physical, man-made, information and psychological. Physical risks are associated with the destruction
of critical infrastructure, in particular during the defence of Kyiv in 2022 and shelling in the Gaza Strip in 2023;
man-made consequences, such as the breach of the Kakhovka dam in 2023 and damage to the Zaporizhzhia
Nuclear Power Plant, caused flooding of more than 600 km? and required round-the-clock monitoring by the
International Atomic Energy Agency. In 2022-2024, more than 20,000 cyberattacks were recorded, and hybrid
threats, combining physical, cyber and psychological impacts, destabilise the state and society. It was found that
the key response instrument is an information and analytical system with a multi-level architecture for collecting,
processing and visualising data, which uses Big Data, Machine Learning and predictive modelling to assess risks
and support real-time decision-making. A comparison of Ukraine, Gaza, and Burundi showed different stages of
development of an information and analytical system: in Ukraine, the system provides response within “hours to a
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day” and integrates data from various sources. In Gaza, the system has a humanitarian nature, updating daily data
on more than 4,500 destroyed facilities; in Burundi, it uses an infrastructure resilience index with a lag of several
days and weekly risk correction. The most effective is a hybrid model that combines international standards and
national resources, ensuring rapid response and long-term resilience in post-conflict conditions. The practical
significance lies in the possibility of using the results by state, analytical and humanitarian structures for faster
response and infrastructure protection during combat operations

Keywords: physical destruction; predictive modelling; situational awareness; infrastructure resilience; cyberattacks;

psychological impact; humanitarian analytics

Introduction

In the conditions of modern 215t-century hybrid con-
flicts and high-technology military operations, the in-
formation component of security becomes decisive.
Armed conflicts are characterised not only by physical
destruction, but also by a systemic struggle for data, an-
alytics, and control over information flows. Under these
conditions, the effectiveness of the state’s response to
wartime risks increasingly depends on the quality of in-
formation and analytical support for risk management,
which encompasses the processes of data collection,
processing, forecasting and decision-making. In par-
ticular, combat operations in Ukraine have demonstrat-
ed the need to create integrated risk-analysis systems
capable of synchronising military, civilian and humani-
tarian approaches.

In academic discourse, the issues of information
and analytical systems (IAS) for risk management are
considered in the context of conflict forecasting, digital
technologies, Artificial Intelligence (Al) and automat-
ed decision-making systems. The study by E.G. Red et
al. (2024) proved that conflict early-warning systems
demonstrate the highest effectiveness when the sys-
tems combine quantitative indicators of violence (num-
ber of incidents, victims, population displacement) with
qualitative characteristics of political dynamics and lo-
cal context. It is precisely the multi-level structure of
data collection and regular updating of indicators that
makes it possible to identify signs of escalation in a
timely manner. This confirms the need to integrate dif-
ferent types of data (social, spatial, event-based) into a
single analytical risk-management system. The results
obtained in the study by Y. Wang et al. (2025) showed
that the automatic detection of war-damaged buildings
on the basis of high-resolution satellite imagery makes
it possible to identify the scale of damage and the spa-
tial distribution of destruction in conflict zones with
high accuracy. The use of deep-learning algorithms to
analyse remote-sensing data provides the possibility
of prompt identification of new pockets of destruc-
tion that pose a risk to the civilian population, and can
be used to confirm facts of violations of international
humanitarian law. This demonstrates the potential of
IAS in applying remote-monitoring technologies to im-
prove the accuracy of threat assessment and support
decision-making in crisis conditions.

The study of analytical approaches to forecasting
conflict risks showed that modern statistical models
are capable of reflecting not only the current dynam-
ics of violence, but also predicting its recurrence over
time. According to the study by R.Browning et al. (2024),
the application of Bayesian Hawkes processes provides
accurate detection of temporal clusters of violence
and increases the reliability of forecasts by consider-
ing event inertia. Such an approach forms the basis for
improving information and analytical risk-management
systems, which must respond promptly to changes in
the dynamics of combat operations. Further develop-
ment of the technological direction of information
analysis is demonstrated by the results of the study by
A. Beger et al. (2021), who proved that the effective-
ness of machine-learning models in forecasting armed
conflicts depends not so much on the complexity of al-
gorithms as on the quality of initial indicators and the
system’s ability to update data in real time. This empha-
sises that information and analytical systems must be
adaptive, integrate streaming data from various sources
and maintain stability of risk assessment even in the
dynamic environment of military operations.

In the ethical and legal context of Al use in armed
conflicts, A. Brenneis (2024) found that the main threat
to the legitimacy of dual-use analytical systems is the
lack of mechanisms for distributed responsibility be-
tween developers, operators and state structures. Auto-
mating risk assessment without ethical oversight cre-
ates the risk of erroneous decisions, in particular under
conditions of uncertainty in combat data, which rein-
forces the concept of information and analytical secu-
rity, proving that IAS must include ethical protocols for
data control. Z. Matodobry et al. (2024) proved that in-
tegrating Al into weapons systems increases the speed
of decision-making, but at the same time increases the
risks of uncontrolled use of algorithms without human
verification. The effectiveness of such systems depends
on the level of analytical verification that prevents au-
tonomous errors in combat conditions. This means that
technological effectiveness must be accompanied by a
reliable risk-management mechanism. In the socio-cog-
nitive dimension of information security, A. Sinha et
al. (2024) proved that information flows during war
have a direct impact on the psychological stability of
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society. This conclusion complements the concept of
humanitarian-oriented IAS, as it shows that risk man-
agement must include monitoring of information and
psychological threats.

In the practical context of the Ukrainian experi-
ence, V. Goncharuk (2024a) showed that Ukraine’s de-
fence sector is actively forming a “smart defence” mod-
el, where military and civilian analytical technologies
are combined. The application of Command, Control,
Communications, Computers, Intelligence, Surveil-
lance, and Reconnaissance (C4ISR) platforms, Open-
Source Intelligence (OSINT) data and commercial Al
creates a new level of situational awareness on the
battlefield. This confirms Ukraine’s capacity to develop
its own model of information and analytical risk man-
agement that already meets international standards.
As evidenced by the results of the study by K. Spory-
shev et al. (2024), the main limitation of Ukraine’s se-
curity systems remains the fragmentation of analytical
data and the lack of centralised inter-agency integra-
tion. Only the implementation of a unified analytical
architecture will make it possible to increase the effec-
tiveness of decision-making in crisis situations, which
highlights the need to create an inter-agency IAS ca-
pable of co-ordinating military, civilian and humani-
tarian actions. The Ukrainian experience of integrating
analytical systems into combat management, studied
by M. Onderco (2025), influenced the development of
NATO approaches to regulating military Al. This prac-
tice became the basis for developing allied principles
of transparency and accountability in automated de-
cisions, demonstrating the interconnection between
national and international levels of risk management
in defence analytics.

Despite significant academic progress in study-
ing information and analytical support for risk man-
agement, from technological solutions to ethical and
humanitarian aspects, a number of unresolved issues
remain. In particular, the systemic integration of analyt-
ical, legal and humanitarian components into a single
risk-management model has been insufficiently stud-
ied. In addition, the Ukrainian experience of practical
implementation of such systems in real wartime con-
ditions has not yet received comprehensive academ-
ic interpretation. Therefore, the purpose of the study
was to clarify the main mechanisms of operation and
interaction of information and analytical structures in
the process of managing risks of a military nature. To
achieve the purpose, the following tasks were set: to
analyse the types of threats and risks that arise during
combat operations in order to determine the impact
on the effectiveness of managerial decisions; to as-
sess the structure, principles, and tools of functioning
of information and analytical systems in international
and Ukrainian practice in order to determine patterns
of development and effectiveness of IAS in different
phases of conflict.

Journal of Kryvyi Rih National University, Vol. 23, No. 2, 2025

Materials and Methods

To systematise the types of threats arising during
armed conflicts and to determine the relationship
with risk-management processes, structural-functional
and content-analytical methods were used. Scientific
sources were used that covered the main categories
of risks: physical (Collins & Spencer, 2025), physical/
humanitarian, man-made (Rapid environmental as-
sessment..., 2023), man-made/radiological (Interna-
tional Atomic Energy Agency, 2024), information/cyber
threats, information/cognitive, psychological (Rizk &
Cordey, 2023), complex/hybrid. Classification was car-
ried out according to the following criteria for select-
ing risks: the nature of impact (physical, man-made,
information or psychological), the source of formation
(direct consequence of combat operations or secondary
effects (environmental, technological, cognitive)), the
scale of impact (local, national or transnational level of
threat), social and humanitarian consequences (impact
on the civilian population, critical infrastructure and
the moral resilience of society), the degree of integra-
tion (the ability of a threat to combine several types
of risks, forming hybrid or complex models of danger).
The task of this stage was to form a systemic struc-
ture of threats that reflects the multi-level nature, from
physical destruction to information and psychological
impacts, which created the basis for further risk mod-
elling and the construction of an IAS for security man-
agement during combat operations.

In order to study the practical application of IAS
in the military, environmental, man-made and human-
itarian spheres, a comparative-analytical approach
and the case method were used. The analysis was
carried out through a comparative study of foreign
and national examples that reflect real mechanisms
of IAS functioning on the basis of official reports and
analytical studies: Al-based military analytics (Robin-
son et al., 2023), monitoring of the combat situation
(Goncharuk, 2024a, 2024b), assessment of critical
infrastructure resilience through sensor and geo-
spatial monitoring, environmental monitoring of the
consequences of the destruction of the Kakhovka Hy-
droelectric Power Plant (HPP) (Rapid environmental
assessment..., 2023), a digital system for monitoring
the safety of the Zaporizhzhia Nuclear Power Plant
(ZNPP) in a combat zone (International Atomic Ener-
gy Agency, 2024), a national cyber-defence platform
with Big Data analytics, a humanitarian IAS for spa-
tial analysis of destruction in the Gaza Strip, a digital
humanitarian monitoring system for assessing infor-
mation and cyber risks in conflict zones (Rizk & Cord-
ey, 2023; International Committee of the Red Cross,
n.d.). The task of this stage was to identify patterns
of IAS functioning in real armed-conflict conditions,
and to determine which technological and analytical
tools ensure the effectiveness in forecasting risks and
supporting decisions.
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In addition, to analyse the regulatory and legal
regulation of the functioning of risk-management sys-
tems during combat operations, a comparative-legal
method was applied in order to determine the legal
foundations for forming and integrating IAS in the
sphere of national and collective security. The analy-
sis covered the provisions of Law of Ukraine No. 2469-
VI (2018), Law of Ukraine No.389-VIII (2015) and Law
of Ukraine No. 2163-VIIl (2017), which define the op-
erational model of risk management within the state,
regulate the powers of state authorities, the procedure
for response and the protection of critical infrastruc-
ture and cyberspace. At the global level, Charter of
the United Nations and Statute of the Internation-
al Court of Justice (1945), Protocol Additional to the
Geneva Conventions of 12 August 1949, and relating
to the Protection of Victims of International Armed
Conflicts (Protocol I) (1978) and Convention on Cy-
bercrime (2001) were used. These documents define
global standards of humanitarian and cybersecurity
law, aimed at unifying the principles of collective se-
curity and controlling compliance with international
law norms. The task was to form an integrated legal
basis for the functioning of |AS that combines nation-
al implementation mechanisms with international se-
curity and response standards.

For a comparative analysis of risk-management
algorithms during combat operations, a comparative
approach was applied, implemented through analyt-
ical and structural methods to determine the logic of
functioning of IAS within a single management cy-
cle - collection—analysis—assessment—response—-
control. The selection of this cycle is determined by its
universality, since it corresponds to foreign risk-man-
agement standards ISO 31000:2018 (2018) and the
principles defined in Sendai Framework for Disaster
Risk Reduction 2015-2030 (2015). This model reflects
the complete management process, from the receipt
of data to decision-making and subsequent correction
of actions, and ensures the integration of technical,
legal and humanitarian components within the secu-
rity system. To reflect the practical implementation
of the stages of the risk-management cycle in global
and Ukrainian practice, an analytical method was used
based on empirical examples of IAS functioning that
cover all stages of the cycle. The task was to identify
practical mechanisms of risk management in different
conflict conditions and to assess the degree of align-
ment of Ukrainian IAS with foreign security standards.

For an in-depth analysis of the effectiveness of
IAS in different types of conflicts, a structural meth-
od was applied, which involved selecting three rep-
resentative cases - Ukraine (International Atomic En-
ergy Agency, 2024), the Gaza Strip and Burundi. The
selection of these cases was determined by the need
to cover the full spectrum of phases of the conflict

cycle, from active combat operations (Ukraine) to hu-
manitarian response (Gaza Strip) and post-conflict
stabilisation (Burundi). This approach made it possi-
ble to trace the evolution of IAS functions in differ-
ent environments and security conditions. The criteria
for selecting cases were: phase of conflict, type of IAS
(military, humanitarian, recovery), level of technical in-
tegration, presence of international participation and
availability of analytical data. The task of this stage
was to identify patterns of development and effective-
ness of IAS depending on the phase of conflict, the
degree of technological integration and the level of
interaction between national and international secu-
rity structures.

Results

Identification of threats and the formation of a risk
management system during combat operations. Iden-
tification of threats during combat operations is a key
stage of risk management, which ensures the detec-
tion and assessment of hazards through the synthesis
of data from intelligence, satellite monitoring, sen-
sors, OSINT, cyberspace and social indicators. Within
the systemic approach, all threats that arise during
combat operations are divided into four basic groups.
Physical risks are associated with the direct impact
of military factors - the casualties among personnel,
the destruction of infrastructure, transport and ener-
gy hubs, and the use of explosives. The characteristics
are formed through the processing of spatio-tempo-
ral data, topographical models and field observations
(Aviv & Ferri, 2023).

Man-made risks arise as a result of secondary ef-
fects of war - accidents at industrial facilities, dam-
age to energy supply systems, water supply, nuclear
or chemical installations. The identification is based
on the integration of environmental monitoring data,
engineering systems and technical sensors, which
makes it possible to forecast cascading consequenc-
es of destruction. Information risks cover threats to
cybersecurity, disinformation campaigns and data
distortion that affect the decision-making process. To
assess these risks, algorithms for big-data analysis,
network traffic monitoring and models for verifying
source credibility are used. Psychological risks are as-
sociated with the condition of military personnel, the
civilian population and governance structures under
stressful conditions. Such risks are identified on the
basis of the analysis of social communications, be-
havioural indicators, medical and sociological data.
Integrating psychological parameters into the over-
all risk model makes it possible to timely recognise
signs of destabilisation or moral exhaustion (de Bru-
in et al., 2022). Table 1 presents a classification of
threats that characterise key types of risks in modern
combat conditions.
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Table 1. Taxonomy of threats in the modern conflict environment of the 21 century

Threat category Description of the essence of the risk Example
. - o During the defence of Kyiv (February-March 2022), the city’s
Physical infra?t?igyuigog\zfig:gfaqcs;%icsrrltzlctaitjn of infrastructure became an arena of combat. The destruction of
Y ’ logistics ’ P bridges, energy lines and residential buildings complicated
9 the coordination of civil defence
Analysis of satellite data showed the destruction of more
Physical/ Mass destruction of civilian facilities, than 4,500 critical infrastructure facilities (hospitals, schools,

humanitarian leading to humanitarian crises

water mains) during the first 6 weeks of the 2023 campaign;
the consequences - lack of water and medical services

Secondary disasters caused by the

A dam breach in June 2023 led to flooding of more than

Man-made . . - e 600 km?, loss of drinking-water sources, destruction of the
destruction of industrial or energy facilities . . .
Dnipro ecosystems and population displacement
Man-made/ Loss of control over nuclear or energy Military presence near ZNPP is accompanied by damage

radiological facilities, accident risks

to power lines, threats to staff safety and the shutdown of
reactor cooling systems

Information/
cyber threats

Attacks on control systems, disinformation,
data manipulation

In 2022-2024, an increase in the intensity of cyberattacks on
government resources and energy networks was recorded;
malicious Al-based algorithms were used

Information/
cognitive

Use of Al and big data for military
intelligence and targeting

Al systems for metadata analysis create risks of erroneous
target identification and violations of IHL norms

Psycho-emotional pressure on military
personnel and civilians, influence of
information campaigns

Psychological

An excessive number of shocking digital messages on social
media during combat operations creates a state of panic and
“digital fatigue” among the civilian population

Combination of physical, cyber and
psychological impacts to destabilise the
state

Complex/hybrid

Co-ordinated strikes on energy systems, port infrastructure
and telecommunications, combining physical destruction
with cyber activity to undermine stability

Source: compiled by the authors based on J.Rizk & S. Cordey (2023), Rapid environmental assessment of Kakhovka Dam Breach
Ukraine, 2023 (2023),Y.Asi et al. (2024), International Atomic Energy Agency (2024),A.King (2024), L. Collins & J. Spencer (2025),

0.Semenenko et al. (2025), W. Skomra & K. Wojtasik (2025)

The nature of threats is complex and interdepend-
ent, since physical destruction causes man-made dis-
asters, while information and psychological impacts
amplify the scale of humanitarian consequences. Phys-
ical threats form the primary level of risk and are as-
sociated with the destruction of critical infrastructure
facilities, transport communications and life-support
systems. Events such as the defence of Kyiv in 2022 or
the massive bombardment in the Gaza Strip in 2023
show that dense urban development and a high level
of technological saturation significantly complicate hu-
manitarian response. Man-made risks arise as a result
of loss of control over energy or industrial facilities. The
destruction of the Kakhovka HPP and the threat of radi-
ological incidents at the Zaporizhzhia NPP indicate the
need to integrate environmental monitoring and criti-
cal infrastructure analytics into a single risk-manage-
ment system. Information and cyber threats act as risk
multipliers, as these threats can influence operational
decisions, communication between security structures
and public trust in official sources. The increase in cy-
berattacks on Ukraine’s state systems and the use of
Al algorithms in military intelligence demonstrate
that the information space is becoming an independ-
ent theatre of hostilities. The psychological dimension
of threats manifests through mass information pres-
sure, which generates emotional exhaustion, fear, and

Journal of Kryvyi Rih National University, Vol. 23, No. 2, 2025

disorientation of the population. Digital platforms in-
creasingly become channels of psychological influence,
which disrupts the balance between the right to infor-
mation and the protection of mental health during war.
Complex or hybrid threats combine physical attacks,
cyber interference and information campaigns, creating
the effect of multi-level destabilisation. Such actions
have a strategic goal - undermining trust in state insti-
tutions, disorganising logistics and the erosion of soci-
etal morale. The process of threat identification is not
only a stage of information collection, but also the basis
of information and analytical support for risk manage-
ment during combat operations (Iskoujina et al., 2024).

Regulatory and legal support is the basis for cre-
ating effective risk-management systems under con-
ditions of combat operations. It defines the rules of
information exchange, the powers of state authorities
and the limits of using analytical technologies. Nation-
al regulations create a single legal framework for the
functioning of the security sector, risk management
and cyber defence. Law of Ukraine No. 2469-VIII (2018)
defines the system of state administration in the field
of security, the principles of forecasting and assessing
threats, as well as the role of information and analyti-
cal structures under the National Security and Defence
Council of Ukraine (NSDC) and the Security Service
of Ukraine (SSU). Law of Ukraine No. 389-VIIl (2015)
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regulates the actions of state authorities under condi-
tions of armed conflict, the procedure for informing the
population, the interaction of security structures and
ensuring the resilience of critical infrastructure. Law of
Ukraine No. 2163-VIII (2017) forms the national cyber
defence system, establishes the principles of exchang-
ing incident data and responding to cyber threats,
which is a component of analytical monitoring during
war. Together, these laws regulate the legal, organisa-
tional and informational aspects of risk management
and create the basis for the functioning of national in-
formation and analytical systems.

International documents set the legal framework
for collective security and humanitarian control over
actions during war. Charter of the United Nations and
Statute of the International Court of Justice (1945) de-
fines the principles of collective security, the right to
self-defence and mechanisms for preventing threats to
peace. Protocol Additional to the Geneva Conventions
of 12 August 1949, and relating to the Protection of Vic-
tims of International Armed Conflicts (Protocol I) (1978)
establishes the obligation of parties to assess risks to
the civilian population and minimise the consequences
of combat operations. Convention on Cybercrime (2001)
regulates international co-operation in countering cy-
ber threats, in particular during armed conflicts. Taken
together, these acts form an integrated legal basis that
combines national and international mechanisms for
risk management of threats and the protection of in-
formation systems. The difference between Ukrainian
regulatory acts and international legal documents lies
in the level of regulation, the scale of operation and the
purpose of application. National acts form the internal
security system, define the powers of state authorities,
the procedure for response during war and the protec-
tion of critical infrastructure and cyberspace. The pur-
pose is to create an operational model of risk manage-
ment within the state. International documents set the
normative framework of global and humanitarian se-
curity, regulate the responsibility of parties in war, the
protection of civilians and co-operation in the field of
cyber defence to unify international standards and con-
trol compliance with humanitarian law. National acts
ensure internal risk management, while international
acts provide external co-ordination and legal guaran-
tees in the sphere of collective security.

IAS is a key element of risk management of threats
during combat operations. Its main function is to col-
lect, process, synthesise and visualise data that char-
acterise the situational environment, the level of dan-
ger and possible scenarios of events. The architecture
of IAS ensures the integration of information flows of
different nature, from operational intelligence data to
technical measurements and open data. The system ar-
chitecture is built on a multi-level principle. At the pri-
mary level, data are aggregated from various sources -
intelligence, satellite observations, sensor networks,

communication systems, OSINT platforms and internal
databases of state structures. The second level includes
data-processing centres where cleansing, credibility
verification, format standardisation and preliminary
classification of information are performed. The third
level is represented by analytical modules that pro-
vide the calculation of risk indicators, the formation of
threat scenarios and support for the decision-making
process (Robinson et al., 2023).

The methods of information processing in IAS are
based on a combination of classical and modern ap-
proaches to data analysis. The key technologies are Big
Data analytics, which allow work with large volumes
of unstructured information, and Machine Learning,
which is used to identify patterns and forecast risk dy-
namics. Automated analysis algorithms are applied to
determine relationships between events, objects, and
threat factors. An important component is predictive
modelling, which makes it possible to form scenarios
of situation development and assess the effectiveness
of potential decisions. The final level of IAS provides
visualisation of analysis results in the form of interac-
tive maps, monitoring dashboards and reports for oper-
ational management. Thanks to this, a single analytical
space is created, in which data from different sources
and levels are combined, providing support for strategic
and tactical decisions in real time. IAS acts not only as
an information-collection tool, but also as a compre-
hensive mechanism for predicting and preventing risks
that combines technological, analytical and managerial
components of the security system.

The practical application of IAS in the military,
environmental, man-made and humanitarian spheres
demonstrate the key role in ensuring situational aware-
ness, forecasting risks and co-ordinating response dur-
ing conflicts. One of the most representative examples
is the RAND Corporation study (Robinson et al., 2023),
which created an experimental machine-learning ana-
lytical system to forecast combat risks in Ukraine. The
system processed operational reports, topographical
parameters and the temporal dynamics of combat op-
erations, which made it possible to form scenarios of
event development with high accuracy. The report of
the International Centre for Defence and Security (In-
ternational Centre for Defence and Security, (2024), con-
firmed the criticality of using IAS with Al elements for
monitoring the combat situation and analysing satel-
lite data. Through these systems, a real-time situational
awareness environment is created that combines intel-
ligence data, OSINT flows and geospatial analytics. As
an example of a practical approach to assessing the re-
silience of Ukraine’s critical infrastructure, a case is pre-
sented in which the “resilience index” model developed
by the ETH Zirich Centre for Security Studies (Aebi et
al., 2024) was applied. The model is based on the inte-
gration of sensor, geo-analytical and infrastructure data
and reflects the overall ability of energy, transport, and
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communication systems to maintain functioning during
crisis impacts and recover after damage. Such a descrip-
tion of the principles for assessing the index ensures
transparency and reproducibility of results, as it allows
the indicator to be interpreted not only as a numerical
value, but as a comprehensive criterion of system re-
silience. The use of IAS in this context contributes to
assessing the ability of critical infrastructures to with-
stand cascading attacks and recover effectively after
these attacks.

After the destruction of the Kakhovka HPP, the Unit-
ed Nations Environment Programme (Rapid environ-
mental assessment...,2023) introduced an environmen-
tal rapid-response IAS that combined satellite imagery,
field reports and mathematical models of water spread.
The system provided the first comprehensive assess-
ments of environmental damage within 72 hours after
the event, demonstrating the effectiveness of IAS in cri-
sis monitoring. The International Atomic Energy Agen-
¢y (International Atomic Energy Agency, 2024) created
a digital IAS to monitor the safety of the Zaporizhzhia
NPP. The system provides round-the-clock data collec-
tion on reactor parameters, the state of energy supply
and the physical protection of the facility, performing
functions of international control in a combat zone.The
Ukrainian experience reflects the activities of CERT-UA,
which operated as a state cyber-defence |IAS in 2022-
2024 (Semenenko et al., 2025). The platform combines
Big Data analytics, anomaly detection and forecasting
of intrusion indicators; thanks to it, more than 20,000
attempted cyberattacks on Ukraine’s state structures
were recorded. International humanitarian analytics is
also based on IAS: the Conflict and Health team created
a geoinformation system for monitoring destruction in
the Gaza Strip (October-November 2023). The IAS made
it possible to identify more than 4,500 destroyed civil-
ian infrastructure facilities, including hospitals and wa-
ter mains, enabling humanitarian planning on the basis
of spatial data (Asi et al., 2024). International Commit-
tee of the Red Cross (n.d.) developed a digital risk-as-
sessment platform that analyses cyberattack, personal

data leaks and information manipulation in conflict
zones. This system became a benchmark for balancing
information security and humanitarian principles dur-
ing combat operations.

The generalisation of the presented cases indicates
that IAS in the sphere of security and humanitarian re-
sponse share common features that determine the ef-
fectiveness in contemporary 215t-century conflicts. Such
systems are characterised by multi-source data collec-
tion, which provides for the combination of intelligence
data, satellite imagery, OSINT resources and field obser-
vations for comprehensive situation analysis. The auto-
mation of analytics through the use of machine-learn-
ing algorithms and predictive modelling is significant,
as it increases the accuracy of risk assessment and the
speed of decision-making. IAS are also characterised by
modularity and adaptability, which makes it possible to
scale these systems for the needs of military, environ-
mental or humanitarian missions. In addition, systems
have a clear humanitarian-legal orientation, as norms
of international humanitarian law are integrated into
the work, regulating the processing, use and dissem-
ination of data. IAS emerge as a key element of risk
management in wartime conditions, combining techno-
logical, legal and humanitarian dimensions of security
management.

Information and analytical risk-management sys-
tems during combat operations in global and Ukrainian
contexts. Within the system of information and ana-
lytical security support during combat operations, risk
management is based on the principle of a continuous
decision cycle: collection—analysis—assessment—re-
sponse—control. This cycle ensures dynamic adaptation
to environmental changes, the integration of technical,
legal and humanitarian aspects, and also makes it pos-
sible to create a coherent algorithm of interaction be-
tween security actors - military, civilian, environmental
and humanitarian structures (Bondar, 2025). Table 2
illustrates the risk-management algorithm during com-
bat operations in a comparison format of international
and Ukrainian experience.

Table 2. Risk-management algorithm during combat operations in foreign and Ukrainian practice

Example from international
practice (implemented by
international organisations)

Stage of the risk-
management cycle

Example of Ukrainian practice

(national level) Results

After the destruction, an
international UN environmental
mission in Ukraine, which after
the destruction of the Kakhovka

HPP applied the global Rapid
Environmental Assessment
system (satellites, sensors, field
data). An International Atomic
Energy Agency (IAEA) mission for
round-the-clock monitoring of
the state of the ZNPP

Information
collection

CERT-UA - a state system
for collecting and analysing
cyberattacks in real time. The
State Emergency Service of
Ukraine (SES) - a sensor system
for monitoring hazardous

International IAS demonstrate
the effectiveness of global
standards for data collection,
while Ukrainian systems provide
operational response at the

territories local level
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Table 2. Continued

Stage of the risk-
management cycle

Example from international
practice (implemented by
international organisations)

Example of Ukrainian practice
(national level)

Results

Data analysis

A machine-learning analytical
model for forecasting risks in
conflicts, tested on data from
Eastern Ukraine (an example of
global Al analytics)

Ukraine’s integrated C4ISR
system - a combination of Al
satellite intelligence, OSINT data
and commercial technologies
(Starlink, Palantir, DJI). The
system provides real-time
analytical data processing for
threat forecasting and decision-
making

International studies create
analytical standards that
Ukraine implements in its

own resilience and forecasting
systems

Risk assessment

An international humanitarian
organisation developed a
digital-risk assessment IAS
in conflict zones, including
in Ukraine, and the legal
foundations for assessing
humanitarian risks

The C4ISR system is used to
assess risks in the planning of
operations and the protection

of civilian infrastructure;
it integrates legal and
humanitarian assessment
criteria

Analytical Al and C4ISR systems
can be applied not only in the
military sphere but also in the

humanitarian sphere of risk
management

Response

Creation of an international
platform for co-ordinating
actions on security and
humanitarian support for
Ukraine

The Ministry of Internal
Affairs (MIA) of Ukraine
(‘DiiaBezpeka”) - an integrated
system for public alerting
and co-ordinating response.
The SES - national response
plans for man-made and
environmental incidents

International organisations
provide response methodology,
while Ukraine is an example of
rapid implementation of these

approaches in national IAS

Control and
adjustment

The IAEA international
mission carries out ongoing
monitoring of ZNPP safety and
adjusts protection procedures.
Monitoring of digital risks
and the effectiveness of
humanitarian measures

The SES and the Ministry of
Infrastructure (2023-2024) -
monitoring the restoration
of facilities after attacks and
verifying analytical forecasts

Effective control requires
feedback between international
observers and national
structures for continuous
updating of IAS models

AT

Notes: In the table, “international practice” refers to the activities of such institutions (United Nations Environment Programme
(UNEP), International Atomic Energy Agency (IAEA), International Committee of the Red Cross (ICRC)) and reflects not the place
of implementation, but the methodological basis of the systems applied in Ukraine. This makes it possible to consider the given
examples as global risk-management models tested under real combat conditions

Source: compiled by the authors based on International Committee of the Red Cross (n.d.), Law of Ukraine No. 389-VIII (2015),
Law of Ukraine No. 2163-VIIl (2017), Law of Ukraine No. 2469-VIII (2018), Special meeting of the Permanent Council (1368®
Plenary Meeting) (2022), Rapid environmental assessment of Kakhovka Dam Breach Ukraine, 2023 (2023), E. Robinson et
al. (2023), ). Rizk & S. Cordey (2023), International Atomic Energy Agency (2024), S. Aebi et al. (2024), V. Goncharuk (2024b),

0.Semenenko et al. (2025), K. Bondar (2025)

Effective response to threats during combat oper-
ations requires the combination of international and
national IAS. Foreign organisations form methodologi-
cal and technological standards that are used in global
risk-management practice. The activity in Ukraine is an
example of applying international principles on a real
battlefield, where the effectiveness of integrating satel-
lite, sensor and analytical data for operational response
to physical, man-made and humanitarian risks is test-
ed. In turn, the Ukrainian risk-management system is
gradually acquiring the features of a comprehensive
IAS, combining the tools of CERT-UA, “DiiaBezpeka”, the
SES and the Ministry of Infrastructure. These structures
ensure data collection, analytics, response, and control
at the national level, which corresponds to the basic

stages of the risk-management cycle. Ukraine effec-
tively serves as an example of adapting international
standards to the conditions of hybrid war, where legal,
technical and humanitarian solutions are implemented
simultaneously. The risk-management model in combat
conditions is an integrated system in which analytics,
law and humanitarian principles interact within a sin-
gle information environment.Table 3 presents the char-
acteristics of conflict conditions, the structure of IAS, its
level of effectiveness and key results of the functioning
of Ukraine, the Gaza Strip and Burundi depending on
the type of conflict environment. The comparison made
it possible to trace how differences in scale, techno-
logical support and humanitarian orientation affect the
performance of monitoring and response systems.
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Table 3. IAS of risk management in conditions of different conflict environments

Country/region

Characteristics of

the conflict Structure/type of I1AS

Effectiveness of
monitoring and response

Key results/conclusions

Ukraine

A national IAS with a
multi-agent structure:
SES, CERT-UA, MIA
“DiiaBezpeka”, Ministry of
Infrastructure. Integration
with international UNEP
and IAEA missions

Full-scale war, a
complex of physical,
man-made, cyber
and humanitarian
threats

High level of technical
integration; partial
automation of data

collection, operational

response (hours to a day)

A model of a multi-level
IAS combining military,
environmental and
humanitarian modules
has been formed. It
requires improvement
of legal co-ordination
between agencies

Gaza (part of
the Palestinian
territories)

A geo-analytical IAS
of spatial analysis -
integration of satellite
imagery, cartographic
databases and field

A high-density
urban conflict,
mass destruction

of civilian observations (United
infrastructure in Nations (UN), World
2023 Health Organisation

(WHO), Conflict and
Health)

High accuracy of data
georeferencing; limited
response speed due to
lack of field channels;
humanitarian data are

updated daily

More than 4,500
destroyed critical
infrastructure facilities
were identified; an
interactive map of
humanitarian risks was
created and is used by
the UN

Burundi (post-
conflict context,
East Africa)

An IAS for assessing the
resilience index - multi-
scenario modelling of
the resilience of critical
facilities; satellite and
sensor monitoring

Post-conflict
destabilisation, risks
of hybrid threats for
energy and transport

Medium level of technical

integration; data are
collected with a delay
of several days; risk

adjustment is carried out

weekly

The system proved
effective in forecasting
man-made risks, but has
a limited humanitarian
component; it requires
connection to global IAS

Notes: the indicator “operational response (hours to a day)” provides an averaged time interval between the detection of a
threat and the primary response of the IAS system at the national level. This quantitative characteristic reflects the speed
of co-ordinating actions between analytical centres, the SES and departmental structures during crisis events, which is
consistent with rapid monitoring and response practices recorded in Rapid environmental assessment of Kakhovka Dam Breach
Ukraine, 2023 (2023), International Atomic Energy Agency (2024), 0. Semenenko et al. (2025), where the time limits of primary
response varied from several hours to one day depending on the type of event
Source: compiled by the authors based on Charter of the United Nations and Statute of the International Court of Justice (1945),
Protocol Additional to the Geneva Conventions of 12 August 1949, and relating to the Protection of Victims of International
Armed Conflicts (Protocol I) (1978),Law of Ukraine No.2163-VII1 (2017),Law of Ukraine No.2469-VIII (2018),Rapid environmental
assessment of Kakhovka Dam Breach Ukraine, 2023 (2023), E. Robinson et al. (2023), S. Aebi et al. (2024), V. Goncharuk (2024b),
Y.Asi et al. (2024), G. Irankunda et al. (2024), International Atomic Energy Agency (2024), V. Goncharuk (2024b), O. Semenenko et

al. (2025)

Ukraine has the most comprehensive and techno-
logically advanced model of |IAS, combining national
and international institutions (SES, CERT-UA, MIA, UNEP,
IAEA). Its strength is integration and multichannel data
(from satellites to field sensors), which ensures a high
level of situational awareness. At the same time, prob-
lems of institutional synchronisation remain, i.e., the
need for better co-ordination between different state
agencies, especially during cross-sectoral response. The
Gaza Strip demonstrates a different type of effective-
ness — a humanitarian-analytical orientation. Here, the
IAS functions as a geo-analytical system that explains
the destruction of civilian infrastructure in detail and
assesses humanitarian consequences. High accuracy of
spatial analysis makes this system exemplary for hu-
manitarian monitoring; however, its operational speed
is limited by the deficit of field resources and low resil-
ience of data transmission channels. Burundi, by con-
trast, represents a post-conflict scenario - the stage of
transition from response to stabilisation. The IAS here is
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used to assess the resilience index of critical infrastruc-
ture (energy, transport, water supply), i.e., to forecast
secondary risks and support reconstruction processes.
Its effectiveness lies in long-term planning, but the sys-
tem is still limited in its humanitarian component and
is not integrated into global analytical networks.

The comparison of these three cases makes it pos-
sible to trace the evolution of |IAS in different phases
of conflict development. In the active phase of war, as
in the case of Ukraine, IAS serves as a means of oper-
ational response, ensuring rapid decision-making and
co-ordination of actions on the basis of multi-source
data. In the humanitarian phase of conflict, represent-
ed by the Gaza Strip, the system acquires functions of
humanitarian control aimed at documenting the con-
sequences of destruction and supporting internation-
al reporting processes. Meanwhile, in the post-conflict
phase, characteristic of Burundi, IAS is transformed
into a mechanism for restoring the resilience of critical
infrastructure and preventing secondary threats. The
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most effective is the hybrid model that combines inter-
national methodology with national analytical capabil-
ities of the state. Such integration ensures the creation
of an adaptive, multi-level monitoring system capable
not only of responding quickly to risks, but also of sup-
porting long-term security and humanitarian resilience
in a post-conflict environment.

The level of integration of IAS across different se-
curity sectors directly affects response speed and the
systems’ capacity to recover. The use of information and
analytical systems contributes to minimising wartime
risks by ensuring not only threat assessment, but also
the actual reduction of the consequences through op-
erational response, automated data analysis and the in-
tegration of information flows in real time. Examples of
the practical functioning of such systems demonstrate
a cause-and-effect relationship between the techno-
logical capabilities of IAS and the reduction in the scale
of risks. In particular, the C4ISR system makes it possi-
ble to reduce decision-making time, increase accuracy
and synchronisation of combat operations, which di-
rectly reduces the level of losses and the risk of desta-
bilisation (Bondar, 2025). In the cyber sphere, CERT-UA
ensures rapid detection and neutralisation of attacks,
preventing the escalation (Semenenko et al., 2025). In
the environmental dimension, it reduced the response
time to the destruction of the Kakhovka HPP to 72
hours, minimising the humanitarian and environmental
consequences of the event (Rapid environmental as-
sessment..., 2023). The IAEAs permanent IAS mission at
the ZNPP (International Atomic Energy Agency, 2024) is
an example of continuous monitoring that reduces the
risks of radiological incidents through round-the-clock
analysis and warning of deviations on a 24/7 basis. Tak-
en together, the above examples confirmed that the
implementation of IAS is an effective tool for minimis-
ing wartime, cyber and man-made risks. Thus, IAS have
proven the effectiveness not only as a risk-assessment
tool, but also as a factor in the real reduction through
data integration, response automation and inter-agen-
cy co-ordination. The further development creates the
basis for increasing the resilience of state and human-
itarian institutions in complex security environments.

Discussion

The study results showed that IAS implements a com-
bination of risk-modelling algorithms with multi-lev-
el data processing (aggregation, cleansing, analytical
modules and scenario forecasting). This was consistent
with the conclusions of D. Granata & M. Rak (2024),
who carried out a systematic comparison of automat-
ed threat-modelling tools in an open environment.
The authors proved that combining modular systems
makes it possible to ensure scalability and adaptabil-
ity to new hazard scenarios. The analytical architec-
ture of the IAS in the present study has similar fea-
tures, as it includes scenario forecasting and machine

processing of big data. The consistency of the results
demonstrates that risk management systems require a
flexible software core capable of synchronising heter-
ogeneous information flows. This confirms the scien-
tific basis for developing national systems using open
threat-modelling standards.

The study results revealed that the IAS model pro-
vides for the use of machine-learning technologies to
analyse risk dynamics and build scenarios for the de-
velopment of combat events. This is consistent with the
study by M. Murphy et al. (2024), which demonstrated
the potential of Al models in forecasting armed con-
flicts. The authors showed that combining social, top-
ographical and temporal parameters makes it possible
to achieve high accuracy in predicting violent events.
This corresponds to the present study in the description
of the RAND Corporation analytical system, which uses
similar approaches to processing operational data. Pre-
dictive modelling is an effective tool for strategic plan-
ning under conditions of uncertainty, which confirms
the expediency of implementing IAS with Al modules
for operational risk management during combat opera-
tions. In the study by C. Scher & J.Van Den Hoek (2025),
the application of InSAR technologies for remote mon-
itoring of destroyed buildings in the Gaza Strip during
the 2023 war was considered. The authors showed that
interferometric analysis of satellite imagery makes
it possible to quantify the scale of destruction, track
structural changes in the urban environment and cre-
ate detailed maps of damage to civilian infrastructure.
The combination of geospatial analytics and radar-data
processing algorithms expands the possibilities of ac-
curate humanitarian monitoring of conflict zones. This
corresponded to the results of this study, since the IAS
model also provides for the use of satellite and sensor
data to analyse physical and humanitarian risks. Inte-
grating InSAR methods into the structure of IAS con-
tributes to increasing the objectivity of documenting
the consequences of combat operations. Both studies
confirmed the shift of humanitarian analytics from de-
scriptive assessments to high-technology monitoring
based on open satellite data and automated analysis
of spatial changes.

The study results demonstrate that the effec-
tiveness of |AS is largely associated with the use of
machine-learning technologies to forecast risks in cy-
berspace. This is consistent with the study by N. Mo-
hamed (2025), which provided a comprehensive review
of contemporary Machine Learning Approaches (ML)
approaches of the 21 century in the field of cyber-
security. The author emphasised that adaptive models
based on deep learning make it possible to identify
new attack patterns that are inaccessible to traditional
systems. In this study, a similar concept is implemented
through the description of an |IAS capable of forming
risk scenarios on the basis of continuous analysis of
streaming data. Both approaches indicate that hybrid
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war requires the integration of ML analytics into the
process of making security decisions, which points
to the expediency of transitioning from reactive to
self-learning cyber-defence systems.

In the work by S-A. Mitoulis et al. (2023), a con-
flict-resilience framework, was developed for assessing
and restoring critical infrastructure in armed conflicts.
The authors showed that the resilience of infrastructur-
al systems depends on the ability to integrate data on
the condition of engineering assets, energy networks
and transport hubs into a single analytical model. The
combination of geo-monitoring, structural analysis and
scenario forecasting of the consequences of destruc-
tion makes it possible to determine the resilience index
of assets in the dynamics of combat operations. This
correlates with the results of this study, since the IAS
model is also based on the integration of sensor and
satellite data to forecast cascading effects of man-
made destruction. The resilience of critical infrastruc-
ture cannot be achieved solely through engineering
solutions - a multi-level analytical system is needed
that takes legal, humanitarian and environmental crite-
ria into account. This confirms the global trend towards
forming integrated risk-management systems oriented
towards improving infrastructure resilience indicators.

The study results showed that cyber-defence IAS
achieve maximum effectiveness under conditions of
integrating heterogeneous data streams and predic-
tive threat analysis. This was evidenced by the work of
S. Ainslie et al. (2023), which conducted a systematic
review of the development of the Cyber-Threat Intel-
ligence (CTI) concept as a key element of cybersecu-
rity management. The authors analysed approaches
to collecting, correlating and interpreting cyber data,
developing a scientific and practical programme for
improving decision-making processes in the field of
information protection. An effective CTI system should
move from reactive response to proactive risk fore-
casting, using machine-learning algorithms, big-data
analytics and real-time threat visualisation. In the IAS
of this study, similar mechanisms of multi-source infor-
mation collection are implemented - network traffic,
sensor data and OSINT streams - for the prompt de-
tection of cyber threats. Both studies emphasised the
need to standardise data formats and create integrated
platforms for sharing analytics between governmen-
tal, private and international structures. Implementing
CTI approaches in the national security system is a key
factor in increasing the effectiveness of cyber defence
under conditions of hybrid war.

A. Habbal et al. (2024) proposed a theoretical and
practical framework, Artificial Intelligence Trust, Risk,
and Security Management (Al TRiSM), aimed at increas-
ing the reliability and ethicality of the use of artificial
intelligence systems in critical domains. Uncontrolled
use of machine-learning algorithms in military, security
and humanitarian environments can generate cognitive
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risks associated with erroneous decisions, data distor-
tion and loss of user trust. At the centre of the Al TRiSM
model are three core principles - trust, clarity, and con-
trollability — which determine the safe functioning of
Al in high-risk scenarios. This was consistent with the
study results regarding similar problems - the possibil-
ity of erroneous target identification, ethical dilemmas
in decision-making and the risk of violating humanitari-
an norms under the influence of automated algorithms;
the technical sophistication of Al does not guarantee
safety without legal and ethical oversight. Integration
of Al trust policies into national and international se-
curity systems is necessary, which will ensure a balance
between technological effectiveness and humanitarian
responsibility.

The studyresults revealed that satellite and geospa-
tial data are a basic tool for detecting the consequences
of combat operations in real time. This corresponded
to the work of V. Sticher et al. (2023), who demonstrat-
ed the capabilities of remote conflict monitoring using
high-resolution imagery and automated analysis. The
authors showed that such technologies make it possi-
ble to identify zones of destruction even without phys-
ical access to territories. IAS, in the present study, uses
satellite and sensor data to build spatio-temporal mod-
els of destruction and support the risk-assessment pro-
cess in combat zones. Satellite analytics is becoming a
fundamental element of situational awareness systems,
combining military, environmental and humanitarian
aspects of risk management. Thus, IAS is an effective
risk-management tool in military, man-made, cyber and
humanitarian environments. IAS confirmed the ability
to integrate heterogeneous data - from geospatial and
sensor to cognitive and informational - into a single
analytical architecture that provides forecasting, situa-
tional awareness and real-time decision support.

Conclusions

The study results showed that contemporary 21%-cen-
tury combat operations form a multidimensional chain
of threats in which physical, man-made, informational
and psychological factors interact in a cascading man-
ner. Physical and humanitarian risks manifest in mass
destruction of infrastructure and crises of population
provision, while man-made and radiation-related risks
are associated with damage to industrial and energy
facilities, which leads to environmental catastrophes.
Informational, cyber and cognitive impacts use artifi-
cial intelligence technologies for disinformation and
manipulation, while hybrid threats combine physical,
cyber and psychological factors with the aim of dest-
abilising the state. IAS provide situational awareness
and risk forecasting during combat operations. Damage
to energy and industrial facilities forms secondary risks
that, within the first 72 hours, determine the scale of
environmental and humanitarian consequences, as re-
corded by the United Nations Environment Programme
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after the destruction of the Kakhovka HPP. The effec-
tiveness of risk management depends on the level of
integration of |AS into national and international struc-
tures, and the regulatory framework of Ukraine regu-
lates activities in the field of security, cyber defence
and critical infrastructure resilience, aligning with col-
lective and humanitarian security norms.

The risk-management algorithm during combat op-
erations covers the stages of collection,analysis,assess-
ment, response and control, implemented through the
integration of international and national IAS. Ukraine
adapts global standards to its own conditions, ensuring
operational response, threat forecasting and increased
resilience of security infrastructure. IAS that combines
satellite, sensor, intelligence and open data reduce re-
sponse time and increase the reliability of assessments
through automated processing of big data. The Ukrain-
ian IAS, formed on the basis of the State Emergency
Service of Ukraine, CERT-UA, the Ministry of Internal
Affairs (“DiiaBezpeka”) and the Ministry of Infrastruc-
ture, recorded over 20,000 cyberattacks in 2022-2024,
which confirms the effectiveness of using Big Data
and machine learning in defence analytics. Global IAS,
such as the IAEA and UN humanitarian environmental
systems (in particular in the Gaza Strip), demonstrate
stability and high functionality in crisis conditions. The

Ukrainian system is distinguished by the highest level
of technological integration and operational respon-
siveness, combining satellite observations, sensor net-
works, OSINT and analytical algorithms. A hybrid model
of IAS that combines international standards with na-
tional resources creates a continuous risk-management
cycle (collection—analysis—assessment—response—-
control), ensuring operational response within hours-
days and strategic resilience in post-conflict environ-
ments. A limitation of the study is its theoretical nature
and the incompleteness of data in open sources. Future
research should be directed towards deepening the
empirical base by expanding data sources and using
field observations, improving methods of collecting,
processing and verifying information, and increasing
the accuracy of real-time threat identification through
the integration of analytical and predictive models.
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AHoTauif. MeToto AOoCNimKeHHS ByNno BUSBNEHHS 0c06nMBOCTEN NOBYAOBM Ta 3aCTOCYBAHHS aHANITUYHUX CUCTEM
y npouecax OUiHKM M MiHiMi3auii BOEHHMX pu3mKiB. MeTogonoria 6asyBanacb Ha CTPYKTYPHO-(YHKLLiOHANbHOMY,
NOPIBHANBHOMY i CUCTEMHO-AHANITUYHUX MeToAaxX. BctaHoBNeHo, Wwo ifeHTUdiKaLia 3arpo3 nifg yac 60MoBux Ain
IPYHTYETbCS Ha iHTerpauii 6aratogkepenbHUX OaHMX i OXOM/IOE YOTUPK B3AEMOMOB'A3aHI TUNWN PU3UKIB — Di3NUHI,
TeXHOreHHi, iHpopMaLiiHi Ta ncuxonorivHi. Mi3nyHi pU3MKK NOB'A3aHi 3 PyMHYBAHHAM KPUTUYHOI iHDPacTpyKTypH,
30Kkpema nig, yac obopoHn Kuesa B 2022 poui Ta obcTpinie y cektopi laza B 2023 poui, TEXHOreHHi Hacniaku, aK
npopuB KaxoBcbkoi gambu y 2023 poui # NoLKomKeHHsS 3anopi3bKoi aTOMHOI enekTpUYHOI CTaHLii, CNpUYUMHUAN
3aTonieHHs noHan 600 km? i noTpebyBanu LinoaoboBOro MOHITOPMHIY MiXKHApOLHOrO areHTCTBA 3 aTOMHOI
eHeprii. Y 2022-2024 3adikcoBaHo noHan 20,000 kibepatak, a ribpuaHi 3arposu, noeaHyum disnyHi, Kibep- Ta
MCUXONOTiYHI BNMBK, AecTabini3yroTb AepxaBy M CycninbcTBo. BUSBNEHO, Wo KAYOBUM iIHCTPYMEHTOM pearyBaHHS
€ iHpopMaLiMHO-aHaNiTMYHA cucTeMa 3 BaraTopiBHEBOK apXiTeKTypot 360py, 06pobku I Bisyanizauii faHMX, WO
BuKkopuctosye Big Data, Machine Learning i nporHo3He MofentoBaHHS ANS OLiHKM PU3KKIB Ta NIATPUMKM pillieHb Y
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Kovtun et al.

peanbHOMy yaci. [MopiBHAHHS YKpaiHu, [a3u Ta BypyHAi nokasano pisHi eTanu po3BuTKY iHOOPMaLLiIMHO-aHANITUYHOI
cucTemu: B YKpaiHi cucteMa 3abesneyye pearyBaHHs NpPOTArOM «roguHu — fo6m» Ta iHTErpye AaHi 3 pi3HUX oxepern.
Y la3i cucteMa Mae ryMaHiTapHui xapakTep, WoLeHHO OHOBAKOYM AaHi npo noHad 4,500 3pyiHoBaHMX 06€KTIB, y
BypyHai - resilience-iHoekc iHPPaCTPyKTypU 3 KiNlbkafeHHWM N1aroM i LWOTUXKHEBOK KOPEeKLIi€l pu3unkKiB. HanbinbL
eeKTUBHOM € ribpuaHa MOLENb, L0 MOEAHYE MiDXKHAPOAHI CTaHAAPTM M HaLLiOHaNbHI pecypcu, 3abe3neyyoun WenaKe
pearyBaHHs Ta 4OBrOCTPOKOBY CTiMKICTb Y MOCTKOHMAIKTHMX YMOBaxX. [TpakTMYHA 3HAYYLLICTb NONSrAE Y MOXAMUBOCTI
BMKOPUCTAHHS Pe3yNbTaTiB AepPXKaBHUMM, aHANITUMHUMM Ta TYMaHITapHUMU CTPYKTYPaMu ANS LWBUALLOMO pearyBaHHA
Ta 3axMCTy iHOPaCTpyKTYpU nig vac 6oroBux Al

KarouoBi cAoBa: di3nuHi pyiiHYBaHHS; MPOrHO3HE MOAE/NOBAHHS; CMTyaLiliHa 06i3HAHICTb; CTiMKiCTb iHDpaCTPYKTYpH;
KibepaTaku; NCMXONOTiYHMIA BNAKB; N'yMaHiTapHa aHaniTMka
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